OPM Cybersecurity Incident Update #5 — 25 June 2015

Point of Contact: HRPolicy@aafes.com

Fellow Associate,

On 18 June 2015, we sent you an update regarding the OPM cybersecurity incident. As of 23 June 2015, OPM
communicated that they have updated their FAQs regarding the incident. Additional information is provided below.

We will continue to provide updates as more information becomes available. If you have any questions please refer
them to the hrpolicy@aafes.com.

Information about the recent cybersecurity incidents
WEe'll continue updating these FAQs as more information becomes available. Please check back often.

Through the course of the ongoing investigation into the cyber intrusion that compromised personnel records of current
and former Federal employees announced on June 4, OPM has recently discovered that additional systems were
compromised. These systems included those that contain information related to the background investigations of
current, former, and prospective Federal government employees, as well as other individuals for whom a Federal
background investigation was conducted.

This separate incident — like the one that was announced on June 4th affecting personnel information of current and
former federal employees — was discovered as a result of OPM’s aggressive efforts to update its cybersecurity posture,
adding numerous tools and capabilities to its network.

OPM, the Department of Homeland Security (DHS), and the Federal Bureau of Investigation (FBI) are working as part of
this ongoing investigation to determine the number of people affected by this separate intrusion. OPM will notify those
individuals whose information may have been compromised as soon as practicable. OPM will provide updates when we
have more information on how and when these notifications will occur.

OPM remains committed to improving its security capabilities and has invested significant resources in implementing
tools to strengthen its security barriers. Additionally, the Office of Management and Budget (OMB) has instructed
Federal agencies to immediately take a number of steps to further protect Federal information and assets and improve
the resilience of Federal networks.

For those individuals potentially affected by the incident announced on June 4 regarding personnel information, OPM is
offering affected individuals credit monitoring services and identity theft insurance in order to mitigate the risk of fraud
and identity theft with CSID, a company that specializes in identity theft protection and fraud resolution. This
comprehensive, 18-month membership includes credit report access, credit monitoring, identity theft insurance, and
recovery services and is available immediately at no cost to affected individuals identified by OPM. Additional
information is available on the company's website and by calling toll-free 844-777-2743 (International callers: 512-327-
0705).
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